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Motivation

* Locate and fix faults Effort/Cost
* Refactor code

* Extend functionality  pevelopment

* Merge versions

Maintenance

©' ESQuaReD ’ Nebias

Lincoln



Motivation

|I| Java Struckure Compare

Cormpilation Unit

=@

SEMP
readattributel Tokenizer)

|I| Java Source Campare

|1] SIR-SienaVl)srefsienalSEMP. java

To0
7oL
7Oz
TO3
Toq
TO5S
ToG
o
oo
o9
710
71l
T12
713
714
715

i

private static ActributeValue readlttribute [(Tokenize:
throws SENPInvalidFormat
switchit.nextToken() ) 4

cage Tokenizer.T 3TR: return new AtcributeValue (t.sv:
Tokenizer.T INT: return new AttributeWValue(t.iwv:
Tokenizer.T BOOL: return new AttributeWalue (t.kbr
cage Tokenizer.T DOUELE: return new AttributeValus(t
default:

throw (new SENPInvalidFormat ("<int>,

Case
Case

<s=tring>-, <k

private static AttrilbuteConstraint readlittributeCons’
throws 3IENFPInvalidFormat |
< >

~" ESQuaReD

\—[".-‘I:IE case

& [ o<l B 4 B
|1] SIR-SienaV2)srefsienalSEMP. java
woo s
7O1

70z private static LttributeValue readbtctribute (Token
7053 throws SENPInvalidFormat

Tod switch(t.nexcToken ()11 {

To

renizer. T ID: return new LttributeValue(t. l

706 case Tokenizer.T STE: return new AttributeValue(t

07 case Tokenizer.T INT: return new AttributeValue(t

05 case Tokenizer.T BOOL: return new AttributeValue (]

“0% casgse Tokenizer.T DOUELE: return new AttributeWValw

710 defanlt:

711 throw (new SENPInvalidFormat ("<int>, <string>-,

712

713

714

715 private static AttributeConstraint readlAttributeC
< >

W

Nebiaska

Lincoln



Motivation
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Differential Symbolic Execution
(DSE)

* Detect and characterize the effects of
program changes in terms of behavioral
differences between program versions

Symbolic Over-approximating

Execution T Symbolic Summaries
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Differential Symbolic Execution
DSE)
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Overview of Presentation

 DSE methodology

« Summaries of program behavior

* Notions of equivalence and deltas
* Applications of DSE

* Related work

» Conclusions and future work

=" ESQuaReD 7 Nebiaska

Lincoln



Symbolic Execution

y=Y
Int m(int y){ 1: true|| PC: true |[1: false
1: if (y > 0) l
2 y++’ y = Y Y= Y
3. else PC:Y > 0 PC: I(Y > 0)
4y ; |
o. returny; 2 ‘}
} y=Y+1 y=Y-1
PC:Y>0 PC: (Y > 0)
f |
msum: ? ?
(Y >0, RETURN==Y+1) RETURN = RETURN =
- Y + 1 Y -1
PC:Y>0 PC: I(Y > 0)
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Symbolic Execution

int m(int y){
if (y >0)
y++;

else
y--
returny;

}

m =

sum

{(Y >0, RETURN==Y+1)}

(I(Y > 0), RETURN==Y-1)}

© ESQuaReD

y=yY
1- true|| PC: true |[1; false
y=Y y=Y
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2 4
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PC:Y>0 PC: (Y > 0)
I [
5 5
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RETURN = RETURN =
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Differential Symbolic Execution
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Differential Symbolic Execution
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Incomplete Summaries

* It Is not always possible to compute
complete summaries

— Non-linear arithmetic
— Loops and recursion

Program Behaviors
Actual

Summary

INCOMPIELE  m—y>
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Incomplete Summaries

Program Summary

|s all of the Iinput
space accounted for
by the summary?
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Incomplete Summaries

M= {11, €1),(I2, €5), (I3,€3)}

Program Summary

|S the diSjunCtion Of Actual Program Behaviors
iInputs valid?

I, Vi,V ig
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Incomplete Summaries

Explicitly define the input space covered by
the summary

Vi, Vi,

Program Behaviors
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Incomplete Summaries

Focus subsequent analysis tool on
behaviors not covered

[i, Vi,V is]

Program Behaviors
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Abstract Summaries on
Common Blocks

void test(){ //vl void test(){ //v2
S S,;
S,; Sp;

for (int i=0; i<len; i++;){
val = val + X[iJ;

for (int i=0; i<len; i++;){

B - Abstract Summary
val = val + X]i;

Read set:{x,val}

} - . }
old = val: Write set:{val,old} old = val:

S

ns l Sms

Boolean IPg(int[] X, int val)
Int oldg(int[] X, int val)
Int valg(int[] X, int val)
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Abstract Summaries on
Common Blocks

void test(){ //v1 Standard
_ Symbolic Execution

Sq;
S,;

Instantiate abstract summary

IPg(x,val)
old == oldg(x,val)
val== valg(x,val)

Standard
Symbolic Execution

- |
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Functional Equivalence
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Functional Equivalence

y=Y
1: true— PC: true —1: false
l J msum:
y=Y y=Y | |[{(Y >0, RETURN==Y+1),
PeY> 0 PCY=0] | (1I(Y > 0), RETURN==Y-1)}
: ; v
y=Y+1 y=Y-1 m =
PC:Y> 0 PC: (Y >0) sunt
I I (Y >0 A RETURN==Y+1)
¥ ¥ V
y=Y+1 y=Y-1 -
v ey s 0| [((Y > 0) A RETURN==Y-1)
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Functional Equivalence

Int m(int y){//v1 Int m(int y){//v2
1: if (y > 0) 1: if (y <=0)
2. y++ 2. Y-,
3: else 3: else
1. y--, 4 y++,
o. returny; o. returny;
} }

o\

((Y > 0 A RETURN==Y+1)

S

(Y <= 0 ARETURN==Y-1) V
(Y <= 0) A RETURN==Y+1))

Vil
(I(Y > 0) A RETURN==Y-1)) (L/

Functionally Equivalent? \/
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Functional Deltas

Am =m N m’ Am=m’ N m

m m’
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Partition-effects Equivalence
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Partition-effects Delta

© ESQuaReD 24



Application of DSE

* Prototype based on Symbolic PathFinder
(JPF) & CVC3 theorem prover

* Applied to artifacts from SIR
— JMeter
— Siena

» Client applications
— Refactoring assurance
— Test suite evolution
— Change characterization
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Change Characterization

/ISiena version 3
ubli )

If (x.len !=y.len) return false;
for(int 1=0; I<XTemn; ++1)
If (X[1] = y[i]) return false;
return true;
}

//Siena version 4
publi ' ,
If (x == null && y == null) return true;
~If (x == null || v ==null || x.len != vy.len) return false+
for(int 1=0; I<XIErm, +F1)
If (X[i] = y[i]) return false;
return true;
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Change Characterization

Input Partition Effect
X==null RETURN == EXCEPTION
Y==null RETURN == EXCEPTION

I(X==null) A I(Y==null) A (X.I '=Y.) ~ RETURN == FALSE

I(X==null) A {(Y==null) A (X.I '=Y.) A RETURN == RET(T, X, Y)
IP.,(T, X, Y)

X==null A Y==null RETURN == TRUE
X==null A I(Y==null) RETURN == FALSE
I(X==null) A Y==null RETURN == FALSE

I(X==null) A I(Y==null) A (X.| I=Y.)  RETURN == FALSE
((X==null) A I(Y==null) A (X.I '=Y.) A RETURN == RET4,(T, X, Y)
IPR(T, X, Y)
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Change Characterization

==null Ay==null throws NRE RETURN == TRUE
X == null Ay !=null throws NRE RETURN == FALSE
X!=null Ay == null  throws NRE RETURN == FALSE
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Related Work

« Jackson et al. (ICSM '94)
 Neamtiu et al. (MSR '05)
» Apiwattanapong et al. (ASE ‘07)

« Santelices et al., Apiwattanapong et al.
(ASE ‘08, TAIC PART °06)

« Siegel et al. (ISSTA 06, PVM/MPI ‘08)
* Notkin (PASTE ‘02)
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Conclusion

 Differential symbolic execution precisely
detects and characterizes behavioral
differences between two program versions
— Functional equivalence and deltas
— Partition-effects equivalence and deltas

 DSE leverages program commonalities to
address summary completeness
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Future Work

* Further explore DSE algorithms and
extend theoretical foundations

« Automate support for client applications

« Study the cost and effectiveness of DSE In
automating software maintenance tasks
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